Demo Scripts for Secure, Simplified Web Publishing Using IIS7

Demo: Integrated Publishing
1. Add FTP publishing to existing web site
a. Open IIS7 Manager,
b. Select the Default Web Site, and then select “Add FTP Publishing…” on the right hand side Action menu.
[image: ]
c. Select the Allow SSL Option, and click Next.
d. Select basic Authentication, and Specific Users for the Authorization rule, enter administrator, check both read and write for the permission.
[image: ]
e. Click Finish.
f. Press F5 to refresh the screen.
[image: ]
g. Open Command prompt, enter the following command:
ftp localhost
		then you will be prompted to login.		[image: ]
h. You can remove the FTP publishing by right click the site, and select Remove FTP Publishing
2. Add a new FTP Site
a. Right click Sites in IIS manager, and select Add FTP Site…
[image: ]
b. Enter FTP site name, and select the physical path, and then select Next
[image: ]

c. Select Binding and SSL settings
[image: ]
d. Specify Authentication and Authorization
[image: ]
e. Open Command prompt, enter ftp locahost, you should be login as anonymous user.
[image: ]

Demo:  Virtual Host Support
Preparation:
	Create the following folders under c:\inetpub:
	www.contoso.com
	www.fabrikam.com
[image: ]
	and add those two host name to local hosts file.
	[image: ]
1. Add new FTP site www.contoso.com and www.fabrikam.com:
[image: ]
Enter www.contoso.com as the virtual host name
[image: ]
[image: ]
Follow the same procedures for www.fabrikam.com:
[image: ]
[image: ]
[image: ]
2. Open command prompt
ftp www.contoso.com
enter www.contoso.com|administrator as login, it will log into www.contoso.com ftp site.

Similar as www.fabrikam.com

[image: ]

Demo: Improved User Isolation
1. Open IIS Manager, select My FTP site created earlier, and select FTP User Isolation.
[image: ]
Select User Name Directory option for isolation, and select Apply.
2. Create the following virtual directory hierarchy under My FTP Site:
LocalUser
	Administrator
[image: ]
3. Change the My FTP site authentication to basic authentication, and add administrator as specific user authorization rule.
4. Open command prompt, login as administrator
[image: ]
It will log into the administrator virtual directory, which is mapped to c:\inetpub\wwwroot.

Demo: Disk Quotas
1. Open File Resource Manager
[image: ]
2. Select Create Quota, enter c:\inetpub\www.contoso.com as quota path
[image: ]
3. Specify the custom property
[image: ]
4. Open command prompt, login www.contoso.com ftp site, the available space will show as 20MB.
[image: ]
Demo: FTP over SSL
1. Open IIS Manager, click on your computer at the top node of the Connections tree, then double-click the Server Certificates feature.
[image: ]
2. Click Create Self-Signed Certificate in the Actions pane, enter “My FTP Certificate” as the name for the new certificate, then click OK.
[image: ]
3. Open IIS manager, select the “My FTP Site” created earlier, and select FTP SSL Setting option
[image: ]
Select the newly created “My FTP Certificate” and Require SSL Certificate option, and then click Apply.
4. You could select Custom option, and then click Advanced button to set Control and Data channel options:
[image: ]


Demo: Extensible Authentication
1. Open IIS Manager, select the “My FTP Site” created earlier, and then select FTP Authentication option
[image: ]
2. Select Custom Providers… action, and enable the IISManagerAuth provider
[image: ]
3. Click on your computer at the top node of the Connections tree, then double-click the IIS Manager Users feature.
[image: ]
4. Click Add User… in the action pane, to add FTPUser
[image: ]
5. Click on your computer at the top node of the Connections tree, and then double-click the Management Service feature.
[image: ]
6. Select the Windows credentials or IIS Manager credentials option
[image: ]
7. Select “My FTP Site” again, and click IIS Manager Permissions,
[image: ]
8. Select Allow User… action
[image: ]
9. Select IIS Manager option, and select the FTPUser created earlier.
[image: ]
10. Select “My FTP Site”, again, and click the FTP Authorization option to add Allow Rule
[image: ]
11. Open Command prompt, login ftp site using IIS manager user FTPUser.
[image: ]
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This is a sample HoSTs file used by Microsoft Tcp/Ip for windows.

l#
l#

l#

[# This file contains the mappings of Ip addresses to host names. Each
|# entry should be kept on an individual Tine. The Ip address should

[# be placed in the first column followed by the corresponding host name.
[# The TP address and the host name should be separated by at least one

l# space.

l#

£ additionally, comnents (such as these) may be inserred on individual
[# Tines or following the machine name denoted by a '#' symbol.

l#
l#
l#
l#
l#

For example:

102.54.94.97 rhino. acme. com # source server
38.25.6310  x.acme.com # x client host
l127.0.0.1 Tocalhost
1 Tocalhost
127.0.0.1 W, CONTOSO0. Com

[127.0.0.1 v Fabrikan. com
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[Microsoft Yindous [Uersion 6.0.68011
[Copyright (c> 2086 Microsoft Corporation. A1l rights reserved.

[C:\Users\Adninistrator>ftp wuu.Fabrikan.con
[Connected to wuu.fabrikan.com.

adninistrator
331 Passuord required for wwir.fabrikan.comiadministrator.
[Passuord:

230 User administrator logged in.

Fep> dir
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Fep> hye

221 Goodbye .

C:\Users\Adninistrator>ftp localhost
[Connected to HOSTINGDEMO.

220 Microsoft FIP Service
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331 Password required for www.Contoso.coniadninistrator.
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230 User administrator logged in.
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